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Summary of Alerts

Risk Level Number of Alerts

High 1

Medium 6

Low 3

Informational 4

Alerts

Name Risk Level
Number of 
Instances

SQL Injection High 1

Application Error Disclosure Medium 1

CSP: Wildcard Directive Medium 8

CSP: style-src unsafe-inline Medium 20

Content Security Policy (CSP) Header Not Set Medium 1

Hidden File Found Medium 1

Vulnerable JS Library Medium 3

Server Leaks Version Information via "Server" 
HTTP Response Header Field

Low 39

Strict-Transport-Security Header Not Set Low 37

Timestamp Disclosure - Unix Low 33

Information Disclosure - Suspicious Comments Informational 42

Modern Web Application Informational 6

Re-examine Cache-control Directives Informational 2

User Agent Fuzzer Informational 408

Alert Detail

High SQL Injection

Description SQL injection may be possible

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%
271%27+--+

Method GET

Attack 6aa0d420' AND '1'='1' --

Evidence

https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+


Instances 1

Solution

Do not trust client side input, even if there is client side validation in place.

In general, type check all data on the server side.

If the application uses JDBC, use PreparedStatement or CallableStatement, with 
parameters passed by '?'

If the application uses ASP, use ADO Command Objects with strong type checking and 
parameterized queries.

If database Stored Procedures can be used, use them.

Do *not* concatenate strings into queries in the stored procedure, or use 'exec', 'exec 
immediate', or equivalent functionality!

Do not create dynamic SQL queries using simple string concatenation.

Escape all data received from the client.

Apply an 'allow list' of allowed characters, or a 'deny list' of disallowed characters in user 
input.

Apply the privilege of least privilege by using the least privileged database user possible.

In particular, avoid using the 'sa' or 'db-owner' database users. This does not eliminate SQL 
injection, but minimizes its impact.

Grant the minimum database access that is necessary for the application.

Reference https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.
html

CWE Id 89

WASC Id 19

Plugin Id 40018

Medium Application Error Disclosure

Description

This page contains an error/warning message that may disclose sensitive information like 
the location of the file that produced the unhandled exception. This information can be used 
to launch further attacks against the web application. The alert could be a false positive if 
the error message is found inside a documentation page.

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence internal error

Instances 1

Solution
Review the source code of this page. Implement custom error pages. Consider 
implementing a mechanism to provide a unique error reference/identifier to the client 
(browser) while logging the details on the server side and not exposing them to the user.

Reference

CWE Id 200

WASC Id 13

Plugin Id 90022

Medium CSP: Wildcard Directive

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/89.html
https://www.zaproxy.org/docs/alerts/40018/
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/90022/


Description Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks. Including (but not limited to) Cross Site Scripting 
(XSS), and data injection attacks. These attacks are used for everything from data theft to site defacement or distribution of malware. CSP provides a set of standard 
HTTP headers that allow website owners to declare approved sources of content that browsers should be allowed to load on that page — covered types are JavaScript, 
CSS, HTML frames, fonts, images and embeddable objects such as Java applets, ActiveX, audio and video files.

URL https://cloud.tniad.mil.id

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
dTV6c2pGa1hyS0JmOHJQb2RYVEp4QjVBNVdoOHNLUmoyWm95S2FLUnpqbz06OGRTNnlnOXltdFlRZ0lTREVrV3pneWdxcGowVGlQSVN0ZXhlVWVuQWxGST0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
OFhqNk03WDRwS2ZXbGdSNHVSVzBwSEt1YVBxL1RkUG8xb0N3K2p3ajZxTT06d3ozTGRJT2F5dkMrd2xBMzQxdjQwU1hzQm9uNks3Q1J2Zkg4b0ZoQjNlcz0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
UE1qbktFcTBHb2NxNWVMcjFDSFN1bmNDRnl4WVNmdHN4Nk5RY2ltYnlvRT06RG8zV2IzeldkTkJDc2Jha2ptK2V6eUJBZVY4ZEw1Z1ZyTkljS0UzNS9jaz0='; style-src 
'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
YVVQcEJvNlZlVnpXeG8ySXZkUklnY2lsR1RzMnZnTGNMcnViNnpTSGhRRT06SUhTOVk4VC9NUTZ1N2QvODZaVVA3NTNUZEFJRTYzT1BlNHZwbUZLMDRHST0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
ZkNuQ0JlSThITThueDVQUnQ0TE9QZjNJQzdCcTJLbHQ5c0p2aUtjNzVPWT06UG5pN1k2cHNjcnhWck51bzFmRDRYcXEvVHZzczZkRkdwdnMyN010TWc1OD0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
cFBhTjJTV2VpVVdNbzZ0N0hIdHpud0ZHZDBuSVFzd2RjZlIwN1B4UmRUdz06N3I3Ym4zUDd2elBEMFp3UWUwb0oyRGNzTkJ5bmVwcHNIWUlZbExjQUwxUT0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/index.php/login/webauthn

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
Mm9QL0ZLdXZCOU81MWR0c3JTTC9DR0JkK29CK2pMRFNyVUxEQTFFSzFIOD06azdTcmNlSEZUNEhCL29rWStXTzRaalVybDdsTTJjR0IrSEt4Y0RjNXNSdz0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/index.php/login/webauthn/start

Method GET

https://cloud.tniad.mil.id
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/index.php/login/webauthn
https://cloud.tniad.mil.id/index.php/login/webauthn/start


Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
YlMxYWloZGtMd1Z5TWJCUDhoeVpkL0hMTlljbGV1dHVSNmg2OVUwSzJzST06SkJvTzcxME9aMWNLR3VJN3BsM2VHYVM5V0w0WEw1bzlFcGdJaGlzNXY2RT0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

Instances 8

Solution Ensure that your web server, application server, load balancer, etc. is properly configured to set the Content-Security-Policy header.

Reference

 http://www.w3.org/TR/CSP2/
 http://www.w3.org/TR/CSP/

 http://caniuse.com/#search=content+security+policy
 http://content-security-policy.com/

 https://github.com/shapesecurity/salvation
https://developers.google.com/web/fundamentals/security/csp#policy_applies_to_a_wide_variety_of_resources

CWE Id 693

WASC Id 15

Plugin Id 10055

Medium CSP: style-src unsafe-inline

Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks. Including (but not limited to) Cross Site Scripting 
(XSS), and data injection attacks. These attacks are used for everything from data theft to site defacement or distribution of malware. CSP provides a set of standard 
HTTP headers that allow website owners to declare approved sources of content that browsers should be allowed to load on that page — covered types are JavaScript, 
CSS, HTML frames, fonts, images and embeddable objects such as Java applets, ActiveX, audio and video files.

URL https://cloud.tniad.mil.id

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
dTV6c2pGa1hyS0JmOHJQb2RYVEp4QjVBNVdoOHNLUmoyWm95S2FLUnpqbz06OGRTNnlnOXltdFlRZ0lTREVrV3pneWdxcGowVGlQSVN0ZXhlVWVuQWxGST0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'none';base-uri 'none';manifest-src 'self';script-src 'self' blob:;style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.
openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';
frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
OFhqNk03WDRwS2ZXbGdSNHVSVzBwSEt1YVBxL1RkUG8xb0N3K2p3ajZxTT06d3ozTGRJT2F5dkMrd2xBMzQxdjQwU1hzQm9uNks3Q1J2Zkg4b0ZoQjNlcz0='; style-
src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
UE1qbktFcTBHb2NxNWVMcjFDSFN1bmNDRnl4WVNmdHN4Nk5RY2ltYnlvRT06RG8zV2IzeldkTkJDc2Jha2ptK2V6eUJBZVY4ZEw1Z1ZyTkljS0UzNS9jaz0='; style-src 
'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence

default-src 'self'; script-src 'self' 'nonce-
YVVQcEJvNlZlVnpXeG8ySXZkUklnY2lsR1RzMnZnTGNMcnViNnpTSGhRRT06SUhTOVk4VC9NUTZ1N2QvODZaVVA3NTNUZEFJRTYzT1BlNHZwbUZLMDRHST0='; 

http://www.w3.org/TR/CSP2/
http://www.w3.org/TR/CSP/
http://caniuse.com/#search=content+security+policy
http://content-security-policy.com/
https://github.com/shapesecurity/salvation
https://developers.google.com/web/fundamentals/security/csp#policy_applies_to_a_wide_variety_of_resources
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10055/
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/


style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
ZkNuQ0JlSThITThueDVQUnQ0TE9QZjNJQzdCcTJLbHQ5c0p2aUtjNzVPWT06UG5pN1k2cHNjcnhWck51bzFmRDRYcXEvVHZzczZkRkdwdnMyN010TWc1OD0='; style-
src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
cFBhTjJTV2VpVVdNbzZ0N0hIdHpud0ZHZDBuSVFzd2RjZlIwN1B4UmRUdz06N3I3Ym4zUDd2elBEMFp3UWUwb0oyRGNzTkJ5bmVwcHNIWUlZbExjQUwxUT0='; style-
src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
MTVGZFZRdS9ITmJlcUVBZXJxMll3b2hBanJPWHcrcmdQY2huWCtOdm1XOD06NWRSc0VqM2Rjb0cyL0JSUjlPUFV0OThDNE1EU3BZbVpWcmtyQlljTnJpYz0=' blob:;
style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:
443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' 
https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
QWJqWExORUNHalZBYUlsM1d0enZjeFcreGh2MFlrREZ6Z2tCaHpNdUQwQT06TS8zbWErZGdkR0lvUE4wNEFKS2pCa0w4cUdpeEJDTzhwWGhOM1ZkTU9BZz0=' 
blob:;style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.
com:443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 
'self' https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
R1ZsZ0xoVHh1L2dZaEl3dDVodE03S3pxOWRSdW9tcnNIMmk4WmJmZnpFbz06S3h4UmFTS1QxYTl3ME5oaXZGVUFtZnVvbTZjcnhBbVZkQm53UDlPOSt3ST0=' blob:;
style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:
443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' 
https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
Sy9HWmdRdFowUWFqQ21uT2F3NHZQaHBKb25qbWpFVWdVZitXQlhmeGIwbz06R2JTb3hqMDd2MUhMWGoyQk1VQmpTMDBMekF1ajZpWlpPbzdhWHhPVFdBST0=' 
blob:;style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.
com:443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 
'self' https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
TmFsRzBhNVNPaHpYQU84ZkpocVF2Sk9DSnlEWnpPRnFCZ21WaTlaMkIxTT06Qit4M2xwZ3dWRXUvVkx0UWZGVGN5Y1RBU1ZPY3FvSVRiWGpaMGJJVU1Ccz0=' 

https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login


Evidence blob:;style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.
com:443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 
'self' https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
TndwNFVUNEdTSGRUV2ozU05KT1o5YWorWHhKdnZabVdGSFgraDcxallZdz06QlU5SkZnaGtKaUE3RG1tZGJ0M1ZnUCs4TVdFcTIvcnZmd1N5M2RrQlZzUT0=' blob:;
style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:
443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' 
https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
UFZCOEhsb2FiRDBEMlFiT3lOK2NXczBhVVVNRmxwMkpOa2N5ejFNejRvcz06RHhWTldXeDRBbXByalZLQmtwSFFMNXBZUHpCQThQN3dYVForbFRkUjFjTT0=' blob:;
style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:
443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' 
https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
UThtdXE0MGNJWGJYK01OMWFrZWhjMmZSOW5tbDRtcm95ekNCUm9zZ0FsVT06Y1l5ZjdMdCtUeUcvckpjNk1BbnRCakNUbUFyZ2hBbVJvRUhOSE85Q05SMD0=' 
blob:;style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.
com:443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 
'self' https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
dnJ6STZEQzV2ZW9ocnR4ZHprd0NwaGtiNmNWdmUvUWdjQjZmelZIN3d3OD06alBuNXJ3YmIwNzFKK29nU2xBSk8wMDVaaDdZcUhaZFpHMi9UbHpXWjlFYz0=' blob:;
style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:
443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' 
https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

default-src 'none';base-uri 'none';manifest-src 'self';script-src 'nonce-
endqWXgyMjhLa3ljS1Y5R09ubExjSTN1cnZHUk02aXhnQVJSdkYrZzQwYz06L1UzcGdGdmVSQnYwZlFzSllEY0hCZHFzd0lMVVZjdkk2M1VkNWp2QzFBOD0=' blob:;
style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:
443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' 
https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence
default-src 'none';base-uri 'none';manifest-src 'self';script-src 'self' blob:;style-src 'self' 'unsafe-inline';img-src 'self' data: blob: https://cloud.tniad.mil.id https://*.tile.
openstreetmap.org;font-src 'self' data:;connect-src 'self' blob: stun.nextcloud.com:443;media-src 'self' blob:;frame-src 'self' https://cloud.tniad.mil.id;child-src blob: 'self';
frame-ancestors 'self' https://cloud.tniad.mil.id;worker-src 'self' blob:;form-action 'self' https://cloud.tniad.mil.id

URL https://cloud.tniad.mil.id/index.php/login/webauthn

Method GET

https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login/webauthn


Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
Mm9QL0ZLdXZCOU81MWR0c3JTTC9DR0JkK29CK2pMRFNyVUxEQTFFSzFIOD06azdTcmNlSEZUNEhCL29rWStXTzRaalVybDdsTTJjR0IrSEt4Y0RjNXNSdz0='; style-
src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

URL https://cloud.tniad.mil.id/index.php/login/webauthn/start

Method GET

Attack

Evidence
default-src 'self'; script-src 'self' 'nonce-
YlMxYWloZGtMd1Z5TWJCUDhoeVpkL0hMTlljbGV1dHVSNmg2OVUwSzJzST06SkJvTzcxME9aMWNLR3VJN3BsM2VHYVM5V0w0WEw1bzlFcGdJaGlzNXY2RT0='; 
style-src 'self' 'unsafe-inline'; frame-src *; img-src * data: blob:; font-src 'self' data:; media-src *; connect-src *; object-src 'none'; base-uri 'self';

Instances 20

Solution Ensure that your web server, application server, load balancer, etc. is properly configured to set the Content-Security-Policy header.

Reference

 http://www.w3.org/TR/CSP2/
 http://www.w3.org/TR/CSP/

 http://caniuse.com/#search=content+security+policy
 http://content-security-policy.com/

 https://github.com/shapesecurity/salvation
https://developers.google.com/web/fundamentals/security/csp#policy_applies_to_a_wide_variety_of_resources

CWE Id 693

WASC Id 15

Plugin Id 10055

Medium Content Security Policy (CSP) Header Not Set

Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate 
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks. 
These attacks are used for everything from data theft to site defacement or distribution of 
malware. CSP provides a set of standard HTTP headers that allow website owners to 
declare approved sources of content that browsers should be allowed to load on that page 
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable 
objects such as Java applets, ActiveX, audio and video files.

URL https://cloud.tniad.mil.id/sitemap.xml

Method GET

Attack

Evidence

Instances 1

Solution

Ensure that your web server, application server, load balancer, etc. is configured to set the 
Content-Security-Policy header, to achieve optimal browser support: "Content-Security-
Policy" for Chrome 25+, Firefox 23+ and Safari 7+, "X-Content-Security-Policy" for Firefox 
4.0+ and Internet Explorer 10+, and "X-WebKit-CSP" for Chrome 14+ and Safari 6+.

Reference

https://developer.mozilla.org/en-US/docs/Web/Security/CSP
 /Introducing_Content_Security_Policy

https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html

 http://www.w3.org/TR/CSP/
 http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html

 http://www.html5rocks.com/en/tutorials/security/content-security-policy/
 http://caniuse.com/#feat=contentsecuritypolicy

http://content-security-policy.com/

CWE Id 693

WASC Id 15

Plugin Id 10038

Medium Hidden File Found

https://cloud.tniad.mil.id/index.php/login/webauthn/start
http://www.w3.org/TR/CSP2/
http://www.w3.org/TR/CSP/
http://caniuse.com/#search=content+security+policy
http://content-security-policy.com/
https://github.com/shapesecurity/salvation
https://developers.google.com/web/fundamentals/security/csp#policy_applies_to_a_wide_variety_of_resources
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10055/
https://cloud.tniad.mil.id/sitemap.xml
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
http://www.w3.org/TR/CSP/
http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://caniuse.com/#feat=contentsecuritypolicy
http://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/


Description A sensitive file was identified as accessible or available. This may leak administrative, 
configuration, or credential information which can be leveraged by a malicious individual to 
further attack the system or conduct social engineering efforts.

URL https://cloud.tniad.mil.id/server-status

Method GET

Attack

Evidence HTTP/1.1 200 OK

Instances 1

Solution
Consider whether or not the component is actually required in production, if it isn't then 
disable it. If it is then ensure access to it requires appropriate authentication and 
authorization, or limit exposure to internal systems or specific source IPs, etc.

Reference
https://blog.hboeck.de/archives/892-Introducing-Snallygaster-a-Tool-to-Scan-for-Secrets-on-

 Web-Servers.html
https://httpd.apache.org/docs/current/mod/mod_status.html

CWE Id 538

WASC Id 13

Plugin Id 40035

Medium Vulnerable JS Library

Description The identified library jquery, version 3.3.1 is vulnerable.

URL https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11

Method GET

Attack

Evidence * jQuery JavaScript Library v3.3.1

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence * jQuery JavaScript Library v3.3.1

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence * jQuery JavaScript Library v3.3.1

Instances 3

Solution Please upgrade to the latest version of jquery.

Reference

 https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/
 https://nvd.nist.gov/vuln/detail/CVE-2019-11358

 https://github.com/jquery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619b1b
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/

CWE Id 829

WASC Id

Plugin Id 10003

Low Server Leaks Version Information via "Server" HTTP Response Header Field

Description
The web/application server is leaking version information via the "Server" HTTP response 
header. Access to such information may facilitate attackers identifying other vulnerabilities 
your web/application server is subject to.

URL https://cloud.tniad.mil.id

https://cloud.tniad.mil.id/server-status
https://blog.hboeck.de/archives/892-Introducing-Snallygaster-a-Tool-to-Scan-for-Secrets-on-Web-Servers.html
https://blog.hboeck.de/archives/892-Introducing-Snallygaster-a-Tool-to-Scan-for-Secrets-on-Web-Servers.html
https://httpd.apache.org/docs/current/mod/mod_status.html
https://cwe.mitre.org/data/definitions/538.html
https://www.zaproxy.org/docs/alerts/40035/
https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/
https://nvd.nist.gov/vuln/detail/CVE-2019-11358
https://github.com/jquery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619b1b
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10003/
https://cloud.tniad.mil.id


Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/accessibility/js/accessibilityoca.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/files_rightclick/css/app.css?v=62abc69f-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/files.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js/files_videoplayer-main.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css/zimbra-search.css?v=15ca9602-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/apps/theming/js/theming.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/css/guest.css?v=6aa0d420-11

Method GET

https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/apps/accessibility/js/accessibilityoca.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/css/app.css?v=62abc69f-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/files.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_sharing/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_videoplayer/js/files_videoplayer-main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/integration_zimbra/css/zimbra-search.css?v=15ca9602-11
https://cloud.tniad.mil.id/apps/theming/js/theming.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/css/guest.css?v=6aa0d420-11


Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/img/actions/confirm-white.svg?v=2

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/img/actions/toggle.svg

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/img/favicon-mask.svg

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/img/loading-dark.gif

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/js/backgroundjobs.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/cron.php

Method GET

Attack

https://cloud.tniad.mil.id/core/img/actions/confirm-white.svg?v=2
https://cloud.tniad.mil.id/core/img/actions/toggle.svg
https://cloud.tniad.mil.id/core/img/favicon-mask.svg
https://cloud.tniad.mil.id/core/img/loading-dark.gif
https://cloud.tniad.mil.id/core/js/backgroundjobs.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/cron.php


Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css/user-
a82fd95db10ff25dfad39f07372ebe37

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/theming/favicon?v=11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/theming/icon?v=11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/theming/image/background?v=11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?useSvg=1&v=11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?v=11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/theming/manifest?v=11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/apps/theming/styles?v=11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%
271%27+--+

Method GET

Attack

https://cloud.tniad.mil.id/index.php/apps/accessibility/css/user-a82fd95db10ff25dfad39f07372ebe37
https://cloud.tniad.mil.id/index.php/apps/accessibility/css/user-a82fd95db10ff25dfad39f07372ebe37
https://cloud.tniad.mil.id/index.php/apps/theming/favicon?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/icon?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/image/background?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?useSvg=1&v=11
https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/manifest?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/styles?v=11
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+


Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/login/webauthn

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/login/webauthn/start

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/robots.txt

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/sitemap.xml

Method GET

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/login/webauthn/start

Method POST

Attack

Evidence Apache/2.4.41 (Ubuntu)

URL https://cloud.tniad.mil.id/index.php/lostpassword/email

Method POST

Attack

Evidence Apache/2.4.41 (Ubuntu)

Instances 39

Solution Ensure that your web server, application server, load balancer, etc. is configured to 
suppress the "Server" header or provide generic details.

Reference

 http://httpd.apache.org/docs/current/mod/core.html#servertokens
 http://msdn.microsoft.com/en-us/library/ff648552.aspx#ht_urlscan_007

http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-
 headers.aspx

http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html

CWE Id 200

WASC Id 13

https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login/webauthn
https://cloud.tniad.mil.id/index.php/login/webauthn/start
https://cloud.tniad.mil.id/robots.txt
https://cloud.tniad.mil.id/sitemap.xml
https://cloud.tniad.mil.id/index.php/login/webauthn/start
https://cloud.tniad.mil.id/index.php/lostpassword/email
http://httpd.apache.org/docs/current/mod/core.html#servertokens
http://msdn.microsoft.com/en-us/library/ff648552.aspx#ht_urlscan_007
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html
https://cwe.mitre.org/data/definitions/200.html


Plugin Id 10036

Low Strict-Transport-Security Header Not Set

Description

HTTP Strict Transport Security (HSTS) is a web security policy mechanism whereby a web 
server declares that complying user agents (such as a web browser) are to interact with it 
using only secure HTTPS connections (i.e. HTTP layered over TLS/SSL). HSTS is an IETF 
standards track protocol and is specified in RFC 6797.

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js/accessibilityoca.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css/app.css?v=62abc69f-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/files.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js/files_videoplayer-main.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css/zimbra-search.css?v=15ca9602-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js/theming.js?v=6aa0d420-11

Method GET

Attack

Evidence

https://www.zaproxy.org/docs/alerts/10036/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/apps/accessibility/js/accessibilityoca.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/css/app.css?v=62abc69f-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/files.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_sharing/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_videoplayer/js/files_videoplayer-main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/integration_zimbra/css/zimbra-search.css?v=15ca9602-11
https://cloud.tniad.mil.id/apps/theming/js/theming.js?v=6aa0d420-11


URL https://cloud.tniad.mil.id/core/css/guest.css?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/img/actions/confirm-white.svg?v=2

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/img/actions/toggle.svg

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/img/favicon-mask.svg

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/img/loading-dark.gif

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/js/backgroundjobs.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/cron.php

https://cloud.tniad.mil.id/core/css/guest.css?v=6aa0d420-11
https://cloud.tniad.mil.id/core/img/actions/confirm-white.svg?v=2
https://cloud.tniad.mil.id/core/img/actions/toggle.svg
https://cloud.tniad.mil.id/core/img/favicon-mask.svg
https://cloud.tniad.mil.id/core/img/loading-dark.gif
https://cloud.tniad.mil.id/core/js/backgroundjobs.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/cron.php


Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css/user-
a82fd95db10ff25dfad39f07372ebe37

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/favicon?v=11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/icon?v=11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image/background?v=11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?useSvg=1&v=11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?v=11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/manifest?v=11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/styles?v=11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%
271%27+--+

https://cloud.tniad.mil.id/index.php/apps/accessibility/css/user-a82fd95db10ff25dfad39f07372ebe37
https://cloud.tniad.mil.id/index.php/apps/accessibility/css/user-a82fd95db10ff25dfad39f07372ebe37
https://cloud.tniad.mil.id/index.php/apps/theming/favicon?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/icon?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/image/background?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?useSvg=1&v=11
https://cloud.tniad.mil.id/index.php/apps/theming/image/logo?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/manifest?v=11
https://cloud.tniad.mil.id/index.php/apps/theming/styles?v=11
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+


Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/login/webauthn/start

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/robots.txt

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/sitemap.xml

Method GET

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/login/webauthn/start

Method POST

Attack

Evidence

URL https://cloud.tniad.mil.id/index.php/lostpassword/email

Method POST

Attack

Evidence

Instances 37

Solution Ensure that your web server, application server, load balancer, etc. is configured to enforce 
Strict-Transport-Security.

Reference

https://cheatsheetseries.owasp.org/cheatsheets
 /HTTP_Strict_Transport_Security_Cheat_Sheet.html
 https://owasp.org/www-community/Security_Headers

 http://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
 http://caniuse.com/stricttransportsecurity

http://tools.ietf.org/html/rfc6797

CWE Id 319

WASC Id 15

Plugin Id 10035

https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login/webauthn/start
https://cloud.tniad.mil.id/robots.txt
https://cloud.tniad.mil.id/sitemap.xml
https://cloud.tniad.mil.id/index.php/login/webauthn/start
https://cloud.tniad.mil.id/index.php/lostpassword/email
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://owasp.org/www-community/Security_Headers
http://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
http://caniuse.com/stricttransportsecurity
http://tools.ietf.org/html/rfc6797
https://cwe.mitre.org/data/definitions/319.html
https://www.zaproxy.org/docs/alerts/10035/


Low Timestamp Disclosure - Unix

Description A timestamp was disclosed by the application/web server - Unix

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1416354905

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1444681467

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1473231341

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1502002290

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1530992060

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1549556828

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1560198380

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1700485571

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1732584193

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11


Evidence 1732584194

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1735328473

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1770035416

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1804603682

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1839030562

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1873313359

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1894986606

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1926607734

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1958414417

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence 1990404162

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack

Evidence 1676523108

https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420


URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack

Evidence 1676528565

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack

Evidence 1676529227

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%
271%27+--+

Method GET

Attack

Evidence 1676530497

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523119

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523127

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523134

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523140

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523145

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523152

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523154

https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login


URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523156

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523158

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence 1676523163

Instances 33

Solution Manually confirm that the timestamp data is not sensitive, and that the data cannot be 
aggregated to disclose exploitable patterns.

Reference http://projects.webappsec.org/w/page/13246936/Information%20Leakage

CWE Id 200

WASC Id 13

Plugin Id 10096

Informational Information Disclosure - Suspicious Comments

Description The response appears to contain suspicious comments which may help an attacker. Note: 
Matches made within script blocks or files are against the entire content not only comments.

URL https://cloud.tniad.mil.id/apps/accessibility/js/accessibilityoca.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/files.js?v=6aa0d420-11

Method GET

Attack

Evidence Select

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11

Method GET

Attack

Evidence select

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11

Method GET

Attack

Evidence TODO

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11

Method GET

Attack

Evidence where

https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
http://projects.webappsec.org/w/page/13246936/Information%20Leakage
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10096/
https://cloud.tniad.mil.id/apps/accessibility/js/accessibilityoca.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/files.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11


URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js/files_videoplayer-main.js?v=6aa0d420-11

Method GET

Attack

Evidence from

URL https://cloud.tniad.mil.id/core/js/backgroundjobs.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11

Method GET

Attack

Evidence username

URL https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11

Method GET

Attack

Evidence select

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence admin

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence from

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

https://cloud.tniad.mil.id/apps/files_sharing/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/apps/files_videoplayer/js/files_videoplayer-main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/backgroundjobs.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/files_fileinfo.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11


Method GET

Attack

Evidence query

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence select

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence username

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence admin

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence bug

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence FROM

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence query

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence select

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11


Attack

Evidence user

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence username

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%
271%27+--+

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11

Method GET

Attack

Evidence from

URL https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11

Method GET

Attack

Evidence later

URL https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11

Method GET

Attack

Evidence select

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420%27+AND+%271%27%3D%271%27+--+
https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/js/core/merged-template-prepend.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login


Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence user

Instances 42

Solution Remove all comments that return information that may help an attacker and fix any 
underlying problems they refer to.

Reference

CWE Id 200

WASC Id 13

Plugin Id 10027

Informational Modern Web Application

Description The application appears to be a modern web application. If you need to explore it 
automatically then the Ajax Spider may well be more effective than the standard one.

URL https://cloud.tniad.mil.id/

Method GET

Attack

Evidence
<noscript> <div id="nojavascript"> <div> This application requires JavaScript for correct 
operation. Please <a href="https://www.enable-javascript.com/" target="_blank" rel="
noreferrer noopener">enable JavaScript</a> and reload the page. </div> </div> </noscript>

URL https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11

https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cloud.tniad.mil.id/index.php/login
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10027/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/apps/files_rightclick/js/script.js?v=6aa0d420-11


Method GET

Attack

Evidence <a>

URL https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11

Method GET

Attack

Evidence <a id='"+x+"'></a>

URL https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11

Method GET

Attack

Evidence <a id='"+M+"'></a>

URL https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11

Method GET

Attack

Evidence <a id='"+b+"'></a>

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack

Evidence
<noscript> <div id="nojavascript"> <div> This application requires JavaScript for correct 
operation. Please <a href="https://www.enable-javascript.com/" target="_blank" rel="
noreferrer noopener">enable JavaScript</a> and reload the page. </div> </div> </noscript>

Instances 6

Solution This is an informational alert and so no changes are required.

Reference

CWE Id

WASC Id

Plugin Id 10109

Informational Re-examine Cache-control Directives

Description

The cache-control header has not been set properly or is missing, allowing the browser and 
proxies to cache content. For static assets like css, js, or image files this might be intended, 
however, the resources should be reviewed to ensure that no sensitive content will be 
cached.

URL https://cloud.tniad.mil.id/index.php/apps/theming/manifest?v=11

Method GET

Attack

Evidence private, max-age=3600, must-revalidate

URL https://cloud.tniad.mil.id/robots.txt

Method GET

Attack

Evidence

Instances 2

Solution
For secure content, ensure the cache-control HTTP header is set with "no-cache, no-store, 
must-revalidate". If an asset should be cached consider setting the directives "public, max-
age, immutable".

https://cloud.tniad.mil.id/core/js/dist/files_client.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/login.js?v=6aa0d420-11
https://cloud.tniad.mil.id/core/js/dist/main.js?v=6aa0d420-11
https://cloud.tniad.mil.id/index.php/login
https://www.zaproxy.org/docs/alerts/10109/
https://cloud.tniad.mil.id/index.php/apps/theming/manifest?v=11
https://cloud.tniad.mil.id/robots.txt


Reference

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.
 html#web-content-caching

 https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/

CWE Id 525

WASC Id 13

Plugin Id 10015

Informational User Agent Fuzzer

Description
Check for differences in response based on fuzzed User Agent (eg. mobile sites, access as 
a Search Engine Crawler). Compares the response statuscode and the hashcode of the 
response body with the original response.

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/
https://cwe.mitre.org/data/definitions/525.html
https://www.zaproxy.org/docs/alerts/10015/
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id


Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/

Method GET

https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/


Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps

https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps


Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps
https://cloud.tniad.mil.id/apps/accessibility


URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility


Evidence

URL https://cloud.tniad.mil.id/apps/accessibility

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

https://cloud.tniad.mil.id/apps/accessibility
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js


Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/accessibility/js

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/accessibility/js
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick


Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick
https://cloud.tniad.mil.id/apps/files_rightclick/css
https://cloud.tniad.mil.id/apps/files_rightclick/css
https://cloud.tniad.mil.id/apps/files_rightclick/css
https://cloud.tniad.mil.id/apps/files_rightclick/css
https://cloud.tniad.mil.id/apps/files_rightclick/css


Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/css

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence
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URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_rightclick/js

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)
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Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
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Attack like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js
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Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence
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URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_sharing/js/dist

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)
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Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js
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Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js
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Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/files_videoplayer/js

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence
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URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36
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Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/integration_zimbra/css

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko
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Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/theming

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET
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Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/apps/theming/js
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Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence
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URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/core

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0
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Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/core/css

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
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Attack Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/core/img

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/core/js
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Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/core/js

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence
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URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist
https://cloud.tniad.mil.id/core/js/dist


Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/core/js/dist

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET
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Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps
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Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/apps

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence
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URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
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Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET
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Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/accessibility/css

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming
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Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence
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URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/apps/theming/image

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence
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URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/core

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)
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Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js

Method GET
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Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420
https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420


Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/core/js/oc.js?v=6aa0d420

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence
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URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/js

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
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Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/js/core

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET
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Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/91.0.4472.124 Safari/537.36

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML, 
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18 
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Evidence

URL https://cloud.tniad.mil.id/index.php/login

Method GET

Attack msnbot/1.1 (+http://search.msn.com/msnbot.htm)

Evidence
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Solution

Reference https://owasp.org/wstg

CWE Id

WASC Id

Plugin Id 10104

https://owasp.org/wstg
https://www.zaproxy.org/docs/alerts/10104/
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